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Harden SSL TLS [Mac/Win]

What's New In?

There is no longer any reason why you would want to use TLS, and it is highly recommended that you disable TLS and ONLY use SSLv3 if you
absolutely need to. It will be easier to perform necessary retro-porting of old SSLv3 apps to TLS. I do not recommend any SSLv3 because of the
now very well known Heartbleed vulnerability. It would be virtually impossible to find any SSLv3 client that is actually vulnerable. It is therefore
recommended that you upgrade all apps that use SSLv3 as soon as possible. Obviously you can also configure your applications to only use
certain protocols. However, many applications do not support ciphers that are not listed in the protocols they use. It is very difficult to protect
against many applications and scenarios if you allow them to use all ciphers. Harden SSL/TLS allows you to set your SSL policies locally and
remotely and denying certain ciphers/hashes or complete ciphersuites. This tool specific allows setting policies with regards to what ciphers and
protocols are available to applications that use SCHANNEL crypto interface. A lot of windows applications do use this interface, for instance
Google Chrome. By changing the settings you can indirectly control what ciphers these applications are allowed to use. Description: There is no
longer any reason why you would want to use TLS, and it is highly recommended that you disable TLS and ONLY use SSLv3 if you absolutely
need to. It will be easier to perform necessary retro-porting of old SSLv3 apps to TLS. I do not recommend any SSLv3 because of the now very
well known Heartbleed vulnerability. It would be virtually impossible to find any SSLv3 client that is actually vulnerable. It is therefore
recommended that you upgrade all apps that use SSLv3 as soon as possible. Obviously you can also configure your applications to only use
certain protocols. However, many applications do not support ciphers that are not listed in the protocols they use. It is very difficult to protect
against many applications and scenarios if you allow them to use all ciphers. Harden SSL/TLS allows you to set your SSL policies locally and
remotely and denying certain ciphers/hashes or complete ciphersuites. This tool specific allows setting policies with regards to what ciphers and
protocols are available to applications that use SCHANNEL crypto interface. A lot of windows applications do use this interface, for instance
Google Chrome. By changing the settings you can indirectly control what ciphers these applications are allowed to use. Description: There is no
longer any reason why you would want to use TLS, and it is highly recommended that you disable TLS and ONLY use SSLv3 if you absolutely
need to.
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System Requirements For Harden SSL TLS:

1) Microsoft Windows XP / Vista /7 /8 /8.1 /10 2) 2GB RAM 3) 1.5 GB available hard-disk space 4) Intel Core 2 Duo / Quad / Pentium Dual-
Core processor (2.4GHz) or equivalent 5) 720x800 resolution 6) Recommended 1024x768 resolution 7) Internet Explorer 9 8) DirectX 9 9) No
internet connection required 10) Sound card and microphone 11) 2nd video card (optional
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